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Keeping Michigan consumers safe and informed.

Attorney General Bill Schuette’s

CONSUMER EDUCATION

YOU CAN'T AFFORD DATA BREACH FATIGUE

The number of data breaches and reported incidents of identity theft
continues to set records nearly every year. Accordlng to the [dentity

, more than 1,000 data
breaches have been recorded as of September 13, 2017, resulting in
the exposure of more than 163 million records. That's almost four
breaches and 636,000 records a day.

And just as education efforts have raised awareness of scams, frauds,
cyberattacks, and data breaches, another challenge has emerged: data
breach fatigue. Data breach fatigue causes people to stop listening to
breach information and advice. The result: consumers are less likely to
take any action to protect their information—especially when they do
not immediately experience any negative financial ramifications.

But you cannot afford to take a timeout now—especially since last
month’s news of the epic Equifax breach that impacted more than 143
million Americans, including more than 4.3 million Michigan citizens.

When breaches occur from hacking or unauthorized access, the stolen
personal information is more likely to be used to commit identity
theft. Thus, if your information was impacted, you need to take the
threat seriously and take steps to prevent becoming an identity theft
victim.

Still not convinced? On average, there is one identity theft victim
in the U.S. every two seconds. And for Michigan consumers, the
Federal Trade Commission reports that six of the top 15 cities for
identity theft reports in 2016 were in Michigan—including the number
one city: Ann Arbor.


http://www.idtheftcenter.org/
http://www.idtheftcenter.org/

How worried should you be? Nightmare Scenario

Quartz Media recently interviewed the Identity Theft Resource Center's You become the victim of medical
president and chief executive, Eva Casey Velasquez, about the Equifax identity theft. This occurs when someone
breach who cautioned, “[t]he reality is this is one of the few situations uses your personal information—your
where sitting back and taking a wait-and-see approach is really name, social security number, or health
detrimental . . . and the steps that you can take [pull and read your Insuiings Do gel st el

"

credit report, put

a fraud alert on
your credit file; and
seriously consider
freezing your credit
reports] are good
steps regardless

of whether . ..

you have been
affected.”

Experts suggest that
the most likely thing
that will happen to
your information
after the data
breach is that it will
be misused in some
manner and you will
have to resolve that.

Best case scenario,
you will suffer only
minor distress and
inconvenience and
you will resolve it
within weeks to a
couple months.

Worst case, you
ignore the breach,
take no action, and
you end up the
victim of multiple
identity-theft
incidents that will
take you years to
clean up.

Even worse: the
negative impact hits
you at the same
time you are trying
to secure financing
to buy a home,

get a car loan, or
student loans for
college.

submit claims, or buy drugs or expensive
medical equipment. Imagine if someone
pretending to be you, uses your health
insurance to get services. This can result
in you getting improper care because
the thief's medical information becomes
mixed with yours.

If that is not bad enough, it can take more
than a year to clear up medical identity
theft, and the average cost to consumers:
$22,346 per victim. Because of state

and federal privacy rules and the way
insurance works (operate today, bill and
verify claim later), it is hard to track down.

Preventative measures include:
safeguarding your social security number
and medical insurance card; treat
medical bills, prescription drug labels,
and insurance statements like you would
all sensitive personal information and
shred them. Most important, read your
Explanation of Benefits (EOB) statement
from your medical insurance company
and call if any claim or service looks
unfamiliar.

For more information on the Equifax
data breach and ways to protect your
information, review the Attorney General'’s

Consumer Alerts on the Equifax Data
Breach and Credit Freeze; Fraud Alert; &

Credit Monitoring.
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https://www.cnbc.com/2017/09/08/how-to-protect-yourself-after-the-equifax-data-breach.html
http://www.michigan.gov/documents/ag/What_You_Need_to_Know_About_the_Equifax_Breach_accessbile_600814_7.pdf
http://www.michigan.gov/documents/ag/What_You_Need_to_Know_About_the_Equifax_Breach_accessbile_600814_7.pdf
http://www.michigan.gov/documents/ag/Credit_Freeze_Fraud_Alert_Credit_Monitoring_602072_7.pdf
http://www.michigan.gov/documents/ag/Credit_Freeze_Fraud_Alert_Credit_Monitoring_602072_7.pdf
https://secure.ag.state.mi.us/complaints/consumer.aspx
mailto:agcp%40michigan.gov?subject=
https://www.cnbc.com/2017/09/08/how-to-protect-yourself-after-the-equifax-data-breach.html
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